striga

Od transformera do ich serwera

Agentic Al wwykrywaniu podatnosci w open-source
(CVE w httpd, n8n, Ollamie, axios i Tomcacie)

Barttomiej Dmitruk The Hack Summit 2026



50+ CVEw 2026

Barttomiej Dmitruk
50+ CVEw 2026w

» Zatozyciel Striga oprogramowaniu uzywanym
» Offensive security i machine learnin, przez setki miliondw ludzi
» bartekdmitruk.com

v,
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EncryptInterceptor.java

void messageReceived(ChannelMessage msg) 1
try {
data = encryptionManager.decrypt(data);
xbb.clear(); xbb.append(data, ..);
super.messageReceived(msg) ;

} catch (GeneralSecurityException gse) {
log.error("decrypt.failed");

}

super.messageReceived(msg) ;
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Agenda

1. Cyberapokalipsa ile CVE i dlaczego tyle
2 . Koszmary maintainerow CO sie dzieje ze zgtoszeniem
3. Detektory od regut do agentow
4. Case study ktore klasy detektorow wykryjg 10 podatnosci Strigi?
5. Coztym zrobi¢ model, pipeline, wnioski
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Cyberapokalipsa

Critical and high severity vulnerabilities from 21 notable organizations

Number of CVEs 116 Results  Severity
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CVEs from Adobe, AMD, Apache, Apple, AWS, Cisco, GitHub, Google, IBM, Intel, Linux, Microsoft, Mozilla, NVIDIA, OpenSSL, Oracle, Qualcomm, Red
Hat, Samsung, SAP, and VMware. Reporting procedures, labeling, and cadence vary substantially between organizations.

Z EPOCH Al | cC-BY epoch.ai

Zrédto: https://epoch.ai/data/cve?view=graph

striga.al

W pazdzierniku 2026: 17 059 CVE

ponad jedna trzecia catego 2025 (48 151)
Powod? Bugflation

_epsze, tatwiej dostepne modele

The Hack Summit 2026
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Maintainerzy tong w zgtoszeniach

,the continued flood of Al reports has basically made
the security list almost entirely unmanageable”

Linus Torvalds, ogtoszenie Linux 71-rc4

“libheif and libde265 are maintained by a single independent
developer with almost no recurring funding, while 89 security
advisories had to be investigated, fixed and released in 2026 alone.”

Dirk Farin, README repozytorium libheif

Zrédto: https://lwn.net/Articles/1073193/, https://github.com/strukturag/libheif
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Koszmary maintainerow open-source

» Kazde zgtoszenie = czas niedofinansowanych maintainerow
* Wiekszosc¢ zgtoszen jest stabej jakosci / \
* Brak PoC obniza jakos¢ zgtoszenia <1 n a 20

* Nieuruchomiony PoC jest niewiele lepszy od jego braku

» Na co zwrdécié uwage: zgtoszen w curl w 2025
° Osiaga|noéé okazato S|$ praWdZiWQ
e Dead code prdatnOéCia /

« Kod testéw / kod demo aplikacji
 Nierealistyczne warunki

Zrédto: Daniel Stenberg, ,The end of the curl bug bounty”, 26.01.2026
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/8t0szone # zatatane

\

Podatnosci w open source zgtoszone przez Anthropic
zgtoszone maintainerom . zatatane upstream . Zna eZIehIe pOdatnOéC| tO n|e WSZVStkO
5 087 » Trzeba jg zatatad
* ...awtatce nie moze byc kolejnegj
podatnosci
G « Szczegolnie problematyczne jest tow
1596 ztozonych zbiorach kodu
629 (12%) :
421 (18%
o7 (%) o (18%) - < Cyberapokalipsa...

K 22.05.2026 26.08.2026 2.11.2026 /

Zrédto: Anthropic, Coordinated Vulnerability Disclosure dashboard, red.anthropic.com/2026/cvd
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Proces zgtaszania podatnosci w open-source

Striga maintainerzy Striga
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@ "N T N NN NN NN NN N NN N N NN NN N AN NN AN N M N MMM, o----------------v----------------~ o----------------v- ----------------
i Nie odtwarza sie . . | Odrzucone i 1 Cicha lub wadliwa tatka
E - nie wysytamy i E -> CERT Polska, publikacja E E - mocniejszy PoC albo E E > CVE przez CNA, nowy
E i 1 po 90 dniach i 1 odpuszczamy i 1 raport

----------------------------------------------------------------------------------------------------------------------------------------
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Detektory podatnosci w kodzie zrodtowym

Detektor / metoda

SAST Classic SAST

Al-filtered SAST

Al-native SAST

DAST fuzzing z LLM

striga.al The Hack Summit 2026
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Detektory podatnosci w kodzie zrodtowym

Detektor / metoda Precyzja
SAST Classic SAST niska

Al-filtered SAST Srednia / wysoka

Al-native SAST Srednia / wysoka?
DAST fuzzing z LLM Wysoka

striga.al The Hack Summit 2026
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Detektory podatnosci w kodzie zrodtowym

Detektor / metoda Precyzja Recall
SAST Classic SAST niska niski

Al-filtered SAST Srednia / wysoka niski

Al-native SAST srednia /wysoka?  wysoki?
DAST fuzzing z LLM Wysoka sredni?

striga.ai The Hack Summit 2026
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' © @ @ cClaude Code

Claude Code vZ.1.318
Opus 5.5 with xhigh effort . Claude Ultra

@ tokens
> Find me a unauth RCE on macos, make no mistakes!|]

~ »» auto mode on (shift+tab to cycle)
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H .+ Claude Ultra

® tokens

> Find me a unauth BCE=Bh macos, make no mistakes!|]

0 mode on (shift+tab to cycle)
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Nawet duze laby odsiewajg potowe

One thousand fewer paths to root @

Discovery Total API
2,308 credits
candidate findings $1,200,000 . - .
* Audyt bezpieczenstwa kernela Linuxa
Validation 4
1724 » 2 308 kandydatow
relceteamnanes » 1239 dziatajgcych PoC
Screening
313 1,238 : $1’2 min
leak candidates LPE candidates
Exploitability
agsessment 291 948 LPE = local privilege escalation
working leak PoCs working LPE exploits PoC = proof of concept
Schematic; widths not to scale

Zrédto: https://openai.com/index/a-thousand-fewer-paths-to-root/
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Nawet duze laby odsiewajg potowe

One thousand fewer paths to root @

o _ e
2,308 credits
candidate findings $1' 200, 000 . . .
* Audyt bezpieczenstwa kernela Linuxa
Validation ’
validated findings . .
o » 1239 dziatajgcych PoC
Screening °
leak candidates LPE candidates
Exploitability o » Detekcja bazujgca na LLM dziata, ale jest
working leak PoCs working LPE exploits :Z:;nzl:;f;:di::i:tto - jeszcze N ie e ko nom iCZ na.

Zrédto: https://openai.com/index/a-thousand-fewer-paths-to-root/
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Case study

» Ktore klasy detektordw wykryjg 10 podatnosci znalezionych przez Strige?

» axios, Tomcat, Ollama, n8n, httpd, ...
» Kazda podatnos¢ w wersji podatneji zatatanej

» Klasy detektorow:

» Classic SAST: Semgrep CE, Opengrep, CodeQ

o Al-filtered SAST:
 Al-native SAST: c
* Modele:

_, gosec, cppcheck

LM ocenia alerty SAST, RAP

'OR

» DeepSeek V4.1 Flash, GLM 5.3, GLM 5.3 Flash, Opus 5.5

striga.al

aude-code-security-review, deepsec, Metis, open-kritt, OpenHack

The Hack Summit 2026
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Case study

» Warunki wykrycia:
1. Alert w podatnej funkgji
2 . Klasa pasuje do klasy bugu
3. Alert znika po tatce
* Ograniczenia:
» W case study harnessy majg podany gotowy zakres
» W prawdziwym skanie to harness musi go znalez¢
* Model DeepSeek V4.1 Flash jest maty...

striga.al The Hack Summit 2026
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Macierz wynikow

Classic SAST

CVE 5 narzedzi

axios (DoS) ()

Tomcat O
Ollama O
n8n O
httpd O
Koszt SO

striga.al The Hack Summit 2026
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packages/nodes—base/nodes/Currents/CurrentsTriggerHelpers.ts
»>) ajinabraham.njsscan.generic.hardcoded_secrets.node_secret

({ Blocking ))
A hardcoded secret is identified. Store it properly in an environment

variable.
Details: https://sg.run/Rxpe

11! const WEBHOOK_SECRET_HEADER = 'x-webhook-secret'’;

packages/nodes—base/utils/workflowInputsResourceMapping/constants.ts
>>) ajinabraham.njsscan.generic.hardcoded_secrets.node_password

({ Blocking ))
A hardcoded password in plain text 1is identified. Store it properly in an

environment variable.
Details: https://sg.run/JolW

71 export const PASSTHROUGH = 'passthrough’;

packages/workflow/src/constants.ts
) ajinabraham.njsscan.generic.hardcoded _secrets.node_username
({ Blocking ))
A hardcoded username in plain text 1is identified. Store it properly in an
environment variable.
Details: https://sg.run/5z6X

134! export const CHAT_WAIT_USER_REPLY = 'waitUserReply';
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Ix/transfer/download.go: 297 ce]/r eI Srd N o d < -1 O S B CCR L T KVES Ko ] IRVA K-
variable (Confidence: HIGH, Severity: MEDIUM)

296: // Resume — re-hash existing partial data, then append
> 297: f, err = os.0penFile(tmp, o0s.0_RDWR, 00644)
298: if err !'= nil {

Autofix: Consider using os.Root to scope file access under a fixed root (Go
>=1.24). Prefer root.Open/root.Stat over os.0Open/os.Stat to prevent directory
traversal.
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Macierz wynikow

Classic SAST Al-filtered SAST

CVE 5 narzedzi Triage LLM  RAPTOR

axios (DoS) ()

O

Tomcat O (),
Ollama @ O
n8n O O
httpd O O
Koszt SO $0.26 $1.22

@ wykryte  Q blisko, ale nietenbtad O nic Al-reviewer (claude-code-security-review), narzedzia Al na DeepSeek V4.1 Flash
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reasoning:

Is blob.Digest attacker-controlled? It's the digest of the content, typically
validated by the registry.

[...]

If blob.Digest is not validated, a malicious registry could return a digest
(8L CR YAV asa e But digests are typically parsed and validated by go-
containerregistry or similar.

[...]

But we don't see digestToPath.

[...]

Hmm, but modest risk. I'll answer FP.

response:
{
"verdict": "FP",
“cwe': "CWE-22",

HCER Ml the digest is a validated OCI content digestjigsiadgleau=loMAdo

algorithm/hex characters [..]"
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Macierz wynikow

Classic SAST  Al-filtered SAST Al-native SAST

CVE 5 narzedzi Triage LLM  RAPTOR Al-reviewer
axios (DoS) (O O O

Tomcat O (), P

Ollama O @, »

8 ® ® O

httpd O O O

Koszt SO $0.26 $1.22 $1.55

@ wykryte  Q blisko, ale nietenbtad O nic Al-reviewer (claude-code-security-review), narzedzia Al na DeepSeek V4.1 Flash

striga.ai The Hack Summit 2026
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“file": "x/transfer/download.go",

"line": 286,

"category": "path_traversal,

"description”: "Blob digests originating from registry manifests are used to

JUER IR BRI I FR A R R S K i@ without ever calling

manifest.ValidateDigest/BlobsPath i W kT [s53 S-1e JIF-1S
\"eu/u/u/u/home/user/x\" (no sha256: prefix even required) escapes the
blob directory. [..]1",

N EHPE S I \/a lidate every Blob.Digest with manifest.ValidateDigestj{els

use manifest.BlobsPath) before it is used [..]",
[...]
¥
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Macierz wynikow

Classic SAST  Al-filtered SAST Al-native SAST

CVE 5narzedzi  Triage LLM  RAPTOR Al-reviewer deepsec  Metis open-kritt  OpenHack
axios (DoS) () O O O O O O
Tomcat O O & o O O
olama @ O - O ® e

an O e O e
httpd O O O O O O

Koszt SO $0.26 $1.22 $1.55 $7.74 $3.72 $5.99 $6.21

@ wykryte  Q blisko, ale nietenbtad O nic Al-reviewer (claude-code-security-review), narzedzia Al na DeepSeek V4.1 Flash

striga.ai The Hack Summit 2026
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Szum detektorow

Narzedzie Zgtoszenia do przejrzenia Wykryte CVE

Classic SAST 5 narzedzi 394 —

Al-filtered SAST Triage LLM )17 =

RAPTOR )7 =

Al-native SAST deepsec | 181 Tomcat, Ollama
Metis | 84 Tomcat
Al-reviewer l 8 Tomcat, Ollama

5 CVE z tytutu, wersje podatne, modele na DeepSeek V4.1 Flash. Classic SAST i triage LLM liczone w plikach podatnego
komponentu, pozostate narzedzia na szerszym zakresie modutu. Zgtoszenia po wbudowanej walidacji narzedzia.

striga.al The Hack Summit 2026
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Jak poprawnie uzywac detektorow nowej generacji?

* Wybierz dobre modele!
» Koszt, jakos¢, szum
» Dobieraj model zaleznie od krytycznosci modutu i zadania
* Wykluczaj kategorie podatnosci w swiadomy sposob (domysinie DoS: 4 z 10 bugow niezgtoszonych)
« Sandbox bez sieci i bez wyjscia z repo
» Harness powinien miec pipeline ewaluaciji, nie kazdy kandydat okazujg sie podatnoscia
» Bierz pod uwage osiggalnosc¢ podatnosci, scenariusz ataku, wptyw
» Zarzadzanie podatnoscig nie konczy sie na detekcji

striga.al The Hack Summit 2026
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Jaki model wybrac?

Intelligence Index vs. Cost per Task

Open Source, Proprietary, Medium, Large Models

Artificial Analysis Intelligence Index - Weighted average cost (USD) per Artificial Analysis
Intelligence Index task

Most attractive quadrant ---- Pareto line

® Thinking Machines @ Xiaomi @ OpenAl ® Anthropic ® Meta @ InclusionAl e SpaceXAl e Kimi @ Reflection ® Google o Alibaba ® ZAl e MiniMax e NVIDIA e Mistral
® DeepSeek

70 -
Z: Artificial Analysis

Gemini 4 Carbon (high)
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@ Claude Fable 5.1 (max)
@ Kimi K31 Pro
@ Muse Wonder (max)

@ Claude Haiku 5.5 (max)* @ Grok 4.7 (xhigh)

GLM-5.3 (max) @ Qwen3.8 Max (0902)
DeepSeek V4.1 Flash 1017 -
W DespSee as (ma lash 1019 o @ Gemini 3.8 Flash (high)

MiMo-V2.6-Pro fs
® @ MiniMax-M3.1-Flash Mistisl LArge
GPT-6 Luna (max) ‘Muse Spark Open (xhig

@Beam 10
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@ Nemotron 3.5 Super VL @ Inkiing (xhigh)

$0.2 $0.3 $04 $05 $06 $0.8 $1 $2 $3 $4 $5 $6 $7 $8 $10
Cost per Task (USD, Log Scale)

Zrédto: https://artificialanalysis.ai
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Powrot do jednej linii

messageReceived(msg

Wykryte Przeoczone

Al-reviewer (DeepSeek V4.1 Flash, Semgrep CE, Opengrep, CodeQL,

Opus 5.5), deepsec, Metis OSS-Fuzz, GLM 5.3, GLM 5.3 Flash,
RAPTOR, open-kritt, OpenHack

Regresje w przeptywie wyjatkdw widzi model, ktory czyta kod
Nie kazdy model i nie z kazdym harnessem

striga.ai The Hack Summit 2026
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Whnioski

* Dostep do zdolnosci cyber jest demokratyzowany
» Osoby odpowiedzialne za utrzymywanie projektow open-source sg przyttoczone iloscig zgtoszen

* Mikro: na jednym module o wykryciu decyduje mode
» Makro: na catej aplikacji harness decyduje, czy model w ogdle zobaczy podatny kod
« Optymalizacja harnessu pod: recall / precyzje
» Zadne narzedzie open-source nie odkryto nawet wiekszosci podatnosci znalezionych przez Strige
 Klasyczny SAST 0/10, open-source + Al 3/10

striga.al The Hack Summit 2026
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Cyberapokalipsa nie nadcigga, ona juz tu jest.
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Dziekuje
Zachecam do zadawania pytanh oraz oceny prelekcji!

Ask a Speaker: 10:25-10:40

bartekdmitruk.com
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